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[Tonosicenue 06 anmusupycrom kowmpone 6 I'BITOY AO «ATKIITy

1. OBIITME MOJIOXKEHUSI

1 1. Hacrosimee [Tonoskenne pa3paGoTaHo BO HCMONHEHWe Konuenumn undopmaumonnoit
6esonacnoctn TBITOY AO «ATKIIT» B COOTBETCTBHM C OQenepanbHbiM 3akoHoM No 149-®3 ot
27.07.2006 r. «O6 undopmarmm, MH()OPMALMOHHBIX TEXHONOTHSX M O 3aI[UTe uHpopmarmu», TOCT
P UCO/MBK 17799- 2005  «ITpakTHueckue npaBuia yTIpaBeHUs MHOOPMaLHOHHOM
6e30MacHOCTRIO) M APYTHMHM  HOPMATHBHEIMHU NMPaBOBLIMH  aKTaMH, W YCTaHaBIMBAET MOPSIOK
MPOBEICHHA AHTUBHPYCHOTO KoHTpoIsi B 'BITOY AO «ATKITT» (nanee - Konnemx).

1.2. TpeGosanus Hacrosmero ITonoxeHus: SBISIOTCS HEOTBEMIIEMOH YacTbIO KOMIIEKca Mep
besonacHocTy 1 3awKTe MHEGOpMaLHK B Komemke.

1.3. Tpe6oBauus Hacrosmero [lososkeHus PacrnpoCTpaHsilOTCs Ha BCeX pabOTHUKOB
CTPYKTYPHBIX ' MOApPA3NeNCHUH, HCMOB3YIOMUX B paboTe CPEeAcTBA BBIYUCITHTENBHOI TEXHUKH
(BK;rOYast paGoTy B JIOKANBbHOM BBIYHCIHTENBHON CEeTH Konnenxka) v JOMKHE IpUMEHSITECS TS Boex
CPEACTB BBIMHCIIMTENILHON TEXHUKH, IKCIUTyaTupyemoii B Koemxke.

1.4. OpranusaunonHoe ofecreuene MEpPOTIpUATHH aHTHBHPYCHOTO KOHTPOJIA M KOHTDOJb 3a
JSHCTBHSMMU MOJIb30BATENIEH BO3/IAraeTCs Ha OTAEN MH(OPMAMOHHBIX TEXHONIOTHH (Hanee — OUT)..

2. OCHOBHBIE TEPMHUHBI, COKPAIIIEHUHY H OIIPEAEJIEHUSA

AC - aBTOmMaTHsMpoBaHHas cuctemMa Komnemka CHCTeMa, obecreynBaromas XpaHeHue,
o6paboTky, npeobpasoBanue u nepefavy nHpopmaunn Konnemka ¢ uenonb3oBaHHeM KOMITBIOTEPHOM
W IpYroil TEXHHUKH,

KommbroTepHslit BUpyc mnporpamma, criocoGHas co3gaBaTh CBOM Konuu (He 00s3aTenbHO
MOJHOCTBIO COBMAJAIOME C OPUIHHAIOM) M BHEIPSTH WX B PasiIHuHblE OGBEKTHI WK pecypcel
KOMITBIOTEPHBIX CUCTEM, CETEH M Tak aajee 0e3 BeaoMa roJib30BaTels. IIpu 3TOM KOTMMH COXpaHSIOT
CrOCOBHOCTD fabHENIIEro pacnpoCcTpaHeHus.

3apaxkeHHas mporpamma - 3T0 Mporpamma, COJeprKalias BHEAPEHHYIO B HEE MPOrpamMMy-BHUpYC.

3. OPTAHU3AIIMM CHCTEMbBI AHTUBUPYCHOI'O KOHTPO.ISI

3.1. Lensto MeponpusTHit Mo aHTUBMPYCHOMY KOHTPOJIIO ABIIACTCS NPENOTBPALIECHHE NOTEPE
uHdopmaunn B8 AC Konnemxa.

3.2. 3aga4aMM aHTHBHPYCHOM 3aLUHUTHI ABISFOTCS:

* OMpPE/IC/ICHHe COCTaBa W pEriaMeHTa 3arycka aHTHBMPYCHBIX IHATHOCTHYECKHX CPEICTB,
periameHTa uxX peBU3uK U 0OHOBJIEHHS;

* POBE/ICHHE MPOHUIAKTHIECKHX PaboT ¢ MpUMEeHEHHeM GHTUBUPYCHBIX JMarHOCTHYECKUX
CPEICTB;

* HEMpEephLIBHOE 00ecrieyeHye 3aIunThl HHOOPMALIHH OT HeHCTRIS BPEIOHOCHBIX TPOrpaMM Ha
BCcex oranax skcruryatauun AC Komnemxa.,

3.3. JTns npoBeneHus: MEPOTPUSTHIA 110 NpeIOTBPALIEHHIO BUPYCHOTO 3apaKeHHs TIPUKA30M TI0
Komnemxy HasHavaercs OTBeTCTBEHHBIN 32 AHTUBHDPYCHBIH KOHTPOJb. OTBETCTBEHHBIN 32
AQHTUBHMPYCHBIH KOHTPOJb TMOMYMHAETCS 3aMECTHUTENIO Avpextopa mo AXP, B cBoeit pa6ore
PYKOBOACTBYHOTCS HAacTOAIIMM [lofokeHHeM, HOPMATHBHBIMM aKTamH 10 3allUTe HWHpOpMaLnK, u
ApPYrUMH JIOKaJIbBHBIMH HOPMaTHBHBIMH I0KYMEHTaMH.

3.4. K wucnonssopanmio B Komnemke IOMycKaroTes TONBKO JIMLEH3UOHHEBIE AHTHBHUPYCHEIE
CPCACTBA, LCHTPAJIM30BAHHO 3aKYT/ICHHBIE OTAETOM HH()OPMALIMOHHEIX TEXHOJOHi y pa3paboTuynkoB
(MOCTaBLIMKOB) yKasaHHBIX CPEJACTB, PEKOMEHAOBAHHEIE K NIPUMEHEHHIO OTAEJIOM [0 3alllUTe
nHpopMaLWH.

Cmpanuya 2 uz 6



Ionodxcenue 06 anmusupycrom Konmpone 6 I'BIIOY AO «ATKIIT»

3.5. YeranoBKka cpeacTs aHTHBHPYCHOM 3allMTBI, ¥ HACTPOKKA MX MAPaMETPOB B COOTBETCTBHH C
PYKOBOICTBAMU 10 TNPUMEHEHHIO KOHKPETHBIX aAHTHBHMPYCHBIX CPEACTB Ha KOMIBIOTEPAX B
OpraHu3almin oCcyecTBIACTCS OTAEIOM MH(OPMALMOHHBIX TEXHOIOTHiA.

3.6. OGHOBJIEHHE AHTMBMPYCHEIX 6a3 MOIKHO MpOM3BOINTECA He pexe | pasa B cyTku
aBTOMAaTHYECKH, COTJIaCHO  BO3MOXKHOCTSIM  MPOTPaMMHOTO  obecreyenns. B cnyyae cGost
aBTOMATH4ECKOro 0GHOBNIEHHs 0GHOBIEHHE 6a3 MPOU3BOAMTCS BPYYHYIO C TOM K€ MEePHO JUYHOCTBIO.

3.7. Obs3atensHOMy BXOAHOMY aHTUBUPYCHOMY KOHTPOJIIO TMOJIEXHUT Jrobas uH(opMalms
(TexcroBble dalinel MOGHX (hopMatos, dalinel naHHBIX, HCTOMHSEMBIE daiiner), nmonyuaemas u
fnepeaBacMas 1Mo TEJIEKOMMYHWKALMOHHBIM KaHaiaM CBS3M, 4 Takike uHpOpMALIMA HA CHEMHBIX
HOCHTEJISX U MOOHIIBHBIX YCTPOMCTBRAX.

3.8. Qaliel pe3epBHBIX KOMMH, NOMeEIAeMbie B SJIEKTPOHHBIA apXuB, JOMKHEI B 00S3aTE/ILHOM
MOPALKE TPOXONTE aHTHBMPYCHBIH KOHTPOJIb. [lepnomuyeckue npoBepk JJICKTPOHHBIX apXHWBOB
AOJIKHBI TPOBOJIUTECS HE PEXeE OJJHOTO pas3a B MeCHLl,

3.9. MeponpusaTHs M0 aHTMBHPYCHOI 3alIUTe Ha KommeroTepax B Konnemke BmtouaroT B ce6s:

* MpouIaKTHKA BHPYCHOTO 3apaKeHsI;

* aHaJIu3 CUTYyaLHii;

* MPUMEHEHHE CPEJICTB AHTUBHPYCHOM 3aLIUTHI;

* MPOBEACHHE pacc/ieI0BaHNH HHLIMAEHTOB CBA3aHHBIX C BUPYCAMH.

4. IPOPUIIAKTUKA BUPYCHOT'O 3APAKEHUS

4.1. B uensix uCKJIHOYEHUs MOSABICHHUS U pacrpoCTpaHeHUs1 BUPYCOB Ha paboumx ctaHumsax AC
Konnemwxa pmomxusr perynspuo mpoomwtes MPOGUIAKTHYECKHE MepOonpuaTHi. K OCHOBHBIM
MPO(HITAKTHIECKUM paboTaM ¥ MEPOTIPHSTHSIM OTHOCSTCS:

* ©CIHEBHAsA aBTOMATHYECKas NPOBEPKa HANTMYHSA BUPYCOB 110 PACIIUCAHHIO;

* perynispHas (He pexe OJHOro pasa B KBapTa) BBIOOPOYHAA MpoBepKa paboumx CTaHLMi U
CEPBEPOB Ha HA/IMYHE BUPYCOB, aXe MPU OTCYTCTBUM BHEIIHUX TIPOSBICHUH BUDPYCOB;

* TIPOBEPKA HA/IM4KsA BUPYCOB Ha pabo4MX CTAHUMAX, BEPHYBIIMXCSA C PEMOHTA (B TOM umcie
rapaHTHHHOIO) B CTOPOHHHUX OpPraHU3aLUsIX,

* CO3J1aHHE PE3EPBHOH KOMHMH MPOrpaMMHOTO MPOIYKTa Cpasy xe 1ociie nprobpeTeHus;

* YCTAHOBKA 3AlIUTEI OT 3aMMCH Ha CHEMHBIC HOCHTENH MHGOPMALIMH, TIE 3TO BO3MOIKHO;

* THIATE/IbHAA NPOBEPKA BCEX MOCTYMAKOIINX U KYTUIEHHEIX POrPaMM U 6a3 JaHHBIX;

* OrpaHHYEHKE JIOCTYTNa K KOMIBIOTEPY MOCTOPOHHUX JTHLL

4.2, Cosganve pesepBHON KOMHHM  NPOrpPaMMHOrO MPOAYKTa  BBINOJHAETCS  OTAEIOM
WHOOPMALIMOHHBIX ~ TEXHONOTHH, OCTaJbHbIE npodunakTuyeckue paboTHl W MEpOTPUATHS
BBIMOJTHSAIOTCS OTBETCTBEHHBIM 338 aHTUBUPYCHBII KOHTpOb B Kosemxke.

4.3. Tlpu obHapy)eHWH BHPYCOB Ha KOMMBIOTEpE, paboTarolieM B JOKANbHON CETH, NPOBEpPKE
MOANEHAT BCE KOMNBIOTEPHI, BK/IIOYEHHBIE B 3Ty CETh. M paboTaromye ¢ OOGUIWMH NaHHBIMH W
NMpOrpaMMHBIM 00ecrneyeHnem,

5. AHAJIU3 CUTYALIUM

5.1. Tlpu coobienwn dHTUBUPYCHBIX MPOrpaMMBbl O TMOJO3PEHUM Ha HaJMyue BHPYCOB Ha
paboueit cTaHUMH, HEOOXOAUMO NMPUOCTAHOBUTH pPaboTy M HEMEIUIEHHO W3BECTHTH 00 95TOM
OTBETCTBECHHOI'o 3a aHTHBI/IpyCHLIﬁ KOHTpOHb Konne,ux(a, HadaJlbkHUKa OoTaesa 10 3aliuTe
vHopmMaunn OpraHusalyy, a TaKKe APYruX TMOJIB30BATE/IEN U TOApa3/Ie/IeHus, HCTIONBE3YIOIIUE 3TH
¢aiinel B paboTe, ecin 3apaxeHHbIE (baitnel ABASIOTCS COBMECTHO HCTIOJTB3YEMBIMMU.

5.2. AHanuM3 cHUTyauuM Halu4yus BHPYCOB BBITIOJIHACTCA OTBETCTBEHHBIM 3a AHTHUBHPYCHEIH
KOHTpOJIb B KOJ‘[HGH)KG. an aHalJiu3e MOFyT JOTIOJIHUTEJIBHO MCIT0JIb30BaAThCS CriequasibHOE
nporpamMmMHoe obecreueHue s 0OHapyKeHus BUPYCOB
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5.3. B xoze ananuza cutyaluu o6s3aTenpHO TpeOyeTes onpeaeuTh HCTOYHUK 3apaxeHus. Ecim
MCTOYHUKOM 3apaXX€Husl ABJISIETCA ChEMHBIM HOCHTENDb MO0 Apyras pabouas ctaHuusa Konnemxka, To
HEe0OXOIMMO MPOBEPHUTH HA HaJIWYMe BUPYCOB pabouylo CTaHLMIO - UCTOYHHK 3apaxkeHus. B ciydae
3apa)ieHust uepe3 rnobanbHyro ceTb MHTEpHEeT WM Mo 3JAeKTPOHHON MoYTe ClefyeT HeMEeIJIeHHO
3a6I0KMPOBATE PECYPC MITH aIpEC INEKTPOHHOM MOYTHI - HICTOYHUK 3apaXKeHHS.

5.4. B cimyuae oOHapyXeHHS BUPYCHOTO 3apa’KeHUs pacclielOBaHWE AOMYIICHHBIX HapyLIeHHH
MPOM3BOAMTCST OTJAEJOM T0 3amuTe WH(OpMaLUW Ha OCHOBaHMM PeriameHTa pearupoBaHHs Ha
WHLIMJICHTE HHPOpMaLMOHHOM 6e30macHoCTH, yTBep)AeHHOro B Konnemxke.

6. IPUMEHEHHWE CPEJCTB AHTUBUPYCHOM 3AIIIUTEHI

6.1. YHWUTOKEHHE BUPYCOB BEITIONHAETCS coTpyaHuKkamMu OUT.

6.2. Tlocne yHMYTOXKEHMS BHPYCOB W BOCCTAHOBJIEHMs 3apaXKEHHBIX MpPOrpaMM W (aiiioB ¢
JAHHBIMUA HEOOXO0JMMO ellle pa3 BBIMOJHHUTH MPOBEPKY HaIW4YMs BUPYCOB, UCIOJB3Ys aHTUBUPYCHBIE
MpOrpamMMBl.

6.3 B cayuae oOHapyXeHHS, HE MOJNAIOLIErOCs JIEUEHUIO MPUMEHAEMBIMU AHTUBHPYCHBIMH
CpEACTBaMH, OTBETCTBEHHbIH 3@ aHTUBUPYCHBIW KOHTPOJIb JOJKEH HANPAaBUTH 3aPaXKE€HHEIH BHPYCOM
Gaiin B opraHu3aLMIo, C KOTOPOH 3aKIIHOUEH JOrOBOP Ha aHTUBUPYCHYIO MOJNEPIKKY.

7. OTBETCTBEHHOCTb

7.1. OTBETCTBEHHOCTh 3@ BEHITIOJIHEHUE MEPOTIPUATUI MO aHTHBUPYCHOU 3amuTe WHGOpMAaLUH
Ha CpeICTBaX BBIYMCIUTENbHOW TEXHHKH, OSKCITyaTUPYEMBIX TOJYHHEHHBIMHM JIMLIAMH B
nofpasae/eHHd B COOTBETCTBMM C TpeboBaHMAMM Hactosumero [lonoxeHus, Boznaraercs Ha
PYKOBOAMTENS MOAPa3ACICHHUS.

7.2. OTBETCTBEHHOCTD 3@ BEHIMOJIHEHHE MEPOTPUITUI MO aHTUBUPYCHOM 3amuTe WHGOpMAaLUH
Ha CpEACTBaX BBIYMCIUTENBHOW TEXHWKM Ha pabouyeM MeCTe B COOTBETCTBUM C TpeOOBaHUAMH
Hacrosiero [Tono)xeHusi, BO3naraeTcs Ha roJjb30BaTells CPEACTB BEIUUCIUTEIbHON TEXHUKH.

7.3. OTBETCTBEHHOCTh 3a TNpPOBEACHHUE MPOPUIAKTUYECKUX MEpONpHUATHH Mo obecrneyeHuro
antuBupycHoit 3amuTel B AC Kosiemka, a Takoke YHMYTOKEHUE BBIABICHHBIX BUPYCOB BO3JIAraercs
Ha OTBETCTBEHHOTO 32 aHTMBUPYCHEIHM KOHTpob Kosnemxa.

7.4. Tlepromnyeckuii KOHTPOJb Ta COCTOSHMEM aHTHBHMpycHOH 3amuTel B JIC Konnemxa, a
TaK)Ke 3a COOJIOJIEHHEM YCTaHOBJIEHHOTO TMOpsAKa AHTHBUPYCHOTO KOHTPOJISI M BBIMOJHEHHEM
TpeboBanuii Hactosuero [lonoxeHus coTpyaHHKamu noxpaszneneHuit Komremka ocymiecTsisercs
OUT.

7.5. Cotpyauuku Konnemka, HapymwuBiike TpeGOBaHMS  HACTOALIEro  JOKYMEHTa,
TIPMBJIEKAIOTCS K OTBETCTBEHHOCTH B COOTBETCTBHH C IEHCTBYIOIIMM 3aKOHOAATENLCTBOM Poccuiickoi
Denepalyu.
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HHcTpykums
T0JIb30BATE/Isl 10 AHTHBMPYCHOM 3amuTe pabounx MecT

[Tpw 3apaxeHny KoMMbIOTEPa BUPYCOM BaXHO €ro 06HapyXuTb. [/ 3TOro ClIeyeT 3HaThb 00
OCHOBHBIX NMPHU3HAKaX MPOABICHNS BUPYCOB. K HUM MOJKHO OTHECTH ClIELyIOLIHeE:

* peKpalieHe paboThl WM HeNpaBuiIbHAs paboTa paHee yCHEWHO (yHKIMOHMPOBABIINX
Mporpamm:

* MeJUTeHHas paboTa KOMIBIOTepa;

* HEBO3MOXKHOCTE 3arpy3KH ONEepalliOHHON CHCTEMBI;

* MCcue3HOBEHHE (alIIOB W KAaTaOrOB HITH HCKAXKEHWUE UX COAEPIKUMOTO;

* UIBMEHEHHE JIaThl ¥ BpEMEHH MoanudUKauun dainos:

* U3MEHEHHE pa3MepoB (aiIioB;

* HEOXKMJAHHOE 3HAYUTEIIbHOE YBEJIHUEHHE KOTMUeCTBa (aifioB HA IUCKe;

* CYLIECTBEHHOE YMEHbIIEHHE pasmepa CBOOOIHOM ONEpaTUBHON MaMATH;

* BBIBOJ] HA 3KpaH HEeMpeIyCMOTPEHHBIX COOOIIEHHI HITH M300paKeHHil;

* 110/1a4a HEeMNpe yCMOTPEHHBIX 3BYKOBBIX CHI'HAJIOB;

* 4yacTele 3aBHcaHus 1 cbou B paboTe KOMIBEIOTEpA.

OCHOBHBIE MCTOYHHKH BHPYCOB:

* CBeMHBIH HocuTelb (auckera, Quem-kapra. CD-ROM. DVD-ROM. moGunbHOE AMCKOBOE
YCTPO#CTBO) Ha KOTOPOM HaXOJATCS 3apaXKeHHBIE BUPYCOM (aiimbl:

* KOMMLIOTEPHAs CETh, B TOM YHCIIE CHCTEMA 3/IEKTPOHHOMN MOYTHl ¥ MIHTepHeT:

* KECTKMH [IMCK, Ha KOTOpbIH Moman BHPYC B pe3yibrTate pabOTHl C 3apakKeHHBIMH
nporpamMmmamH.

[Tonb3oBaTens 06s3aH:

* ©XKC/IHEBHO MU HAYaNbHOM 3arpyske paGouei cTaHuMK y6eanTECs B 3arpy3ke aHTHBHPYCHOTO
MporpaMMHOro oGecriedeHuss W B Clyyae ero OTCYTCTBMS YBEIOMHTH OTBETCTBEHHOTO 3a
AHTHBUPYCHBIN KOHTPOJIB;

* CotpynHuk 00%3aH NPOBOAMTH AHTUBMPYCHBIM KOHTPOIb BCEX BHELIHHX HOCHTEJNEH
WHpOpMALMK (IMCKET, KOMMAKT-AMCKOB, MarHUTOONTHYECKUX MMCKOB M T.IL.), MOCTYMalIKX CO
CTOPOHBI (M3 BHELIHWX OpraHM3aLyi, APYrUX NOJApasie/eHni KOUleMKa U T.11.) WITH TIOTyYEHHBIX 110
KOMMBIOTEPHBIM CETAM (CKOMMPOBAHHBIX HAa OOIIENOCTYIHBIN pPecypc NOKaIbHOTO KOMITBIOTEpa
JpYTWMH MONb30BaTeNaMH). Eciu aHTHBHpYCHas mporpamMma He paGoTaeT B (OHOBOM peskiMe,
camMoMy TpOBOJAMTH TMNPOBEPKY Becex OTMX GalnoB wumu obpamarbes I8 3TOTO B OTHAEN
MH(POPMAaLMOHHBIX TEXHOJIOTHI;

*Bo Bcex ciyqasx BO3MOXHOTO NpOABNEHWA [AEHCTBHMS BMPYCOB, OGHApYKEHHS (DaIoB,
MOpaXCHHBIX BUPYCOM WITH MOAO3PEHNH Ha HATMUKME BUPYCa COTPYIHUK JOJKEH:

* 6€3 MOMBITKK KaKoro-bo JeYeHns: He3aMeTUTENHEHO COOBIIHUTE 06 3TOM OTBETCTBEHHOMY 32
AHTHUBHMPYCHBIM KOHTPOJb M OLEHWTH C HHUM BO3MOXHBIE ITYTH 3apaeHWs M PaclpOCTPaHEHHS
JAaHHOTO BHpYCa;

* COBMECTHO C HMM TIPOBECTH JIe4eOHO-BOCCTAHOBUTEILHBIE MEPOTIPUATHSL.

* Cotpynnuk 06s3aH nenath pesepBHbE KOTMH (haiiioB, CONEpNKAIIMX LEHHYIO CIyKeGHYIO
HH(pOpMaLHIO, €C/TM 5TH (aliibl He pa3MeIeHbl B CETEBBIX Mankax Ha CepBepax KOJUIEIKa;

* CoTpyaHWK He IOKEH CaMOCTOSITENIEHO YCTaHABIIMBATE MPOrPaMMHOE 06ecTIeueH e, ECITH ITO
HE BXOIHMT B €ro 00A3aHHOCTH. 3ampeInaeTcs yCTaHaBIIMBATh M 3allyCKaTh HEIMLIEH3MOHHOE WM HE
OTHOCSIEECH K BBINOJHEHHIO KM CBOMX N0J/KHOCTHBIX 00s3aHHOCTEN MporpaMMHOe 06ecreueHue;

* KATETOPUYECKH 3ATIPEILIEHO ucrions3oBaHKe CHEMHEIX HOCHTENEH, TIPHHAIEKALIHX
MlaM, BPEMEHHO [OMYyLIEHHBIM K paboTe Ha KOMIBIOTEPE B KOJUIEMKE (CTYIEHTHI-TIPaKTHKAHTHI,
BPEMEHHO 3aMeIlaroIINe, COTPYAHUKA CTOPOHHUX OPTaHU3aLHH U T.II.).
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[Tons3oBatesio 3anpemaercs:

* U3MCHATH HACTPOHKH U KOH(QUIYPALMIO CPESICTB AHTHBHPYCHOM 3aLIMTHL;
* YRAmATh UM I00ABIIATE B CHCTEMY KaKue-1160 pyrue cpeicTsa aHTHBUPYCHOM 3aIINTHI.
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